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Meet GLBA, CFPB, and CCPA Requirements and Streamline Client Experiences

The mortgage supply chain is a vulnerable target for data breaches. NPI is shared frequently via email and files between 

borrowers, brokers, originators, title companies, and other third parties. Mortgage companies need to uphold the 

privacy of clients’ sensitive data to ensure trust while meeting requirements for the Safeguards Rule and Regulation P 

within the Graham-Leach-Bliley Act (GLBA) as well as Consumer Financial Protection Bureau (CFPB) and state privacy 

laws like the California Consumer Privacy Act (CCPA). 

Virtru unlocks seamless, secure NPI sharing workflows throughout the mortgage process to ensure client privacy 

and compliance with GLBA, CFPB, CCPA, and more. Ease of use helps streamline NPI sharing workflows for seamless 

customer experiences that enhance engagement.

Data Protection and Control Keep Mortgage Transactions Private and Compliant

End-to-End Email and File Encryption and Persistent Controls

Protect email and files in Gmail, Google Drive, and Outlook with 
end-to-end encryption that prevents unauthorized third-party 

access to NPI shared throughout the mortgage loan process. Disable 
forwarding, set expiration, and revoke messages. Watermark files to 

deter leaks, and maintain persistent control wherever files are shared. 

Granular Audit Trails

View when and where email messages 
and files containing NPI have been 
accessed throughout the mortgage 

lifecycle, and adapt controls as 
mortgage processing workflows evolve. 

Protect NPI Shared Throughout the Mortgage 
Lifecycle to Maintain Privacy and Compliance

https://www.virtru.com
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Proven Platform to Support Privacy and Compliance 
Throughout the Mortgage Supply Chain

Key Management

Integrate with existing key 
management processes and 

Hardware Security Modules (HSMs). 
Host your own keys to prevent 

unauthorized access and ensure 
complete control of your private data. 

Trusted Data Format (TDF)

Open data protection standard for 
object-level encryption that binds 

encrypted data to policies and 
metadata to ensure only authorized 
users can access protected NPI and 

other private data.

Software Development Kit (SDK)

Embed Virtru’s data-centric 
protection into your applications 

to give mortgage clients and 
industry partners ownership and 
control over the private data you 

collect and process. 

Enhance Customer Engagement and Trust with 
Seamless and Secure NPI Sharing Workflows

Privacy and Compliance

Prevent unauthorized third parties 
from accessing NPI with end-to-end 

encryption that keeps it private 
and compliant with GLBA, CFPB, 

and other regulations throughout 
the full data lifecycle.

Secure Sharing

 Protect NPI everywhere it’s 
shared throughout the mortgage 
transaction process to meet the 

GLBA’s Safeguards Rule requirements 
for secure storage and transmission 

of sensitive customer data.

Enhanced Client Engagement

Enable more efficient client 
experiences with streamlined 

service models that help 
differentiate your business from 
competitors and drive growth. 

Learn how to keep mortgage transactions private and compliant today: virtru.com/contact-us

More than 20,000 Organizations Rely on Virtru to Unlock the Power of Their Data

https://virtru.com/contact-us

